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This listing of claims will replace all prior versions, and listings, of claims in the 
application: 



Listing of Claims; 



Claim 1 (Currently Amended): 
such as emails comprising: 

a) link analyser operative to identify hyperlinks in 
electronic documents: €bA 

b) processing means for causing a content scannei 
hyperlinks linkg identified by the link analyser and to determiijie 
objects according to predefined rules, the processing means 
h yperlink &elink being to an object external to the document 
content scanner to be acceptable, to retrieve the extemal objedt 
object on a trusted server, the nrocessing means being operativi 



A content scanning system for electronic documents 



being 



to an object external to the document which is determined bv the o mtent scanner to be 



unacceptable, to perfonn remedial action: and 

fc) hyperlink replacing means for modifyin g electronic 



document by replacing the hyperlink licfc to an ^ extanal ol ject 
by a hyperlink oae to copy of the extemal object stored on 



Qaim 2 (Currently Amended): A system 
analyser ^ and the processing means %) are operative to 
identified in such extemal objects. 



Claim 3 (Original): A system according to claim 2 i 
recursion is pennitted and the document is flagged as 



the i iocum e nt content of 



ith^ 



anc 
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to scan objects referenced by 
Aeir acceptability ofthe 
cpperative, responsive to a 
whiqh object is detennined by the 
store the retrieved external 



e> responsive to a hyperlink being 



documents modify the 



identified bv the link analvsCT 



thi 5 a trusted soever. 



accordmg t(b claim 1 wherein the link 
recursivel y process hy perlinks tiidsB 



i|ti wh[ich only a maximum depth of 
unacceptable if that limit is reached. 
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Claim 4 (Currently Amended): A system accordiiig to 
action comprises one or more of: 

flagging or modifying the document to indic ate that ih6 con} 



object to be unacceptable: 

modifying the document bv replacing the hy perlink bv 



quarantining the document and sending the intended reb ipieint an alert advising the 



claim 1 wherein the remedial 



ent scanner has found the 



a non-functional hyperlink: and 



recipient that this has been done if any link e d to objoot ia det e rmined by the cont e nt scann CT4e 



be unaoooptablo the documcmt io flaeg e d or modified to indioa::c that fact 



\ referenced 



Claim 5 (Currently Amended): 
such as emails comprising: 

a) using a link analyser to identify hyperlinks in 

b) using a content scanner to scan objects 
by the link analyser and to determine tiie tfewip acceptability oflthe 
predefined rules; aad 

c) responsive to a hyperlink th e link being 
document which object is determined by the content scanner 
external object and storing the r etrieved extemal obiect on a 

d^ responsive to a >iypef1ink being to an object 



A method of coment-scanning electronic documents 



the d^Gi^^ content of electronic 



tp 



object external to the 
acceptable, retrieving the 
trusted server: 



t> 



Qb^ect is determined bv the content scanner to be un acceptable, 
e) modifying electronic documents 



^n *e external object by a hyperlink one to flie a copy of the 
trusted server. 



Claim 6 (Currently Amended): A method accon 
and b) are used recursively to process hyperlinks feks 



Claim? (Original): A method according to claim 6 
recursion is permitted and the document is flagged as unacceptabl 
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bv hyperlinks linlcs identified 
bbjects according to 



an 
be 



external to the document which 



perform in g remedial actiop; and 



by replacing the hyperlink ttafe to 
fexternd object stored on the a 



ding 



to claim 5 wherein the steps a) 
identified ip such external objects. 



in which only a maximum depth of 
e if that limit is reached. 
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Claim 8 (Currently Amended): A method accor4ing tjo claim 5, wherein the 
remedial action comprises one or more of: 

flagging or modifying the docum ent to indicate that the co4tent scanner has found the 



obfect to be unacceptable: 

mq(Mfying the document bv replacing the hyperlink b-y 



quarantining the document and sending the intended recipimt an alert advising the 



recipient that this has been done if - any4inkcd - to obicct is dctcpnincd by - tiic content s coxmor to 
b e unacc e ptabl e th e docum e nt is flagg e d or modified to indioc to that - fac t. 



Claim 9 (Currently Amended): A content scannifig system for electxomc documents 
comprising: 

a link analyser operative to identify hyperlinks in ^ qonteht of electronic documents a 
document ; and 

a processing system for causing a content scanner to s^an ol 
hyperlinks identified by the link analyser and to determine acceptability 
according to predefined rules, the processing system being opsratiye, 
being to an object that is ejttexnal to the document and that is detertnm( 
retrieve the external object and store the retrieved external obiect dn 



a ncn-functional hyperlink: and 



processing system being operative, in response to a hyperlink 



to the document and that is detennined to be unacceptable, to 



perform ronedial action, wherein 



the processing system modifies electronic documents modify the document by replacing 
the hyperlink to m external object identified by tfie link anal vsler by a hyperlink to ^ a copy 
of the external object stored on Ae « trusted server. 

Claim 10 (Currently Amended): A system accordjing t|> claim 9, wherein ^ 
remedial action comprises one or more of: 

flagging or modifying the document to indicate that the coiitent scanner has found the 



obiect to be unacceptable; 

modifying the document bv replacing the hyperlink hf a nAn-functionai hyperlink: and 



bein 
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bjects referenced by 

of these scanned objects 
, in response to a hyperlink 

ed to be acceptable, to 
a trusted server, the 



g to an obiect that is ext^nal 
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guarantininp the document and send in g the intended reGipicnt an alert advising Ag 



recipient that this has been done fee linl^ analyzer and the proc( »S 9ink syGtom oro operative to 



roouroively proocas hyperlinks idontifi e d in such external obj e dt i 



I according 



Claim 1 1 (Previously Presented): A system 
maximum depth of recursion is permitted and the document is 
limit is reached. 



to 
flag; 



Claim 12 (Previously Presented): A system accordipg to 
linked-to object is determined by the content scanner to be 
or modified to indicate the vmacceptability. 



claim 9, wherein if any 
imdccepltable, the document is flagged 
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claim 10, wherein only a 
;ed as unacceptable if that 
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